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NSF STI Award

3 year PSC & NCAR project
—  Matt Mathis (PSC) & Peter O’Neil (NCAR) Co-PI’s

—  Senior Personnel
¢ John Heffner & Raghu Reddy from PSC
¢ Pete Siemsen & David Mitchell from NCAR:

Builds on work: ftom Webl 00 and Net 100! projects
Symptoms of most application: and network detects) scale with increasing path

delay;
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Problem Statement

& Our work on Net100 and Webl100 helped us
recognize why e2¢ diagnosis, 1s such a difticult
problems thesymptoms of all flaws scale with path
delay, and those symptoms, that scale with path delay;

cause classical diagnosiic strategics, to yicld
misicading sesulis
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NPAD Summary Rationale

& Simgle point farlures are (relatively) easy: to find and' fix:

¢ Remaimmg @ailures ane mieractive & complex: mvolving;
— RTT, packet loss, and MTU size
— R and application design
— Packet rate limiit and VA0
— QU Size bulicrs i outets and burstynecss duc o
& ACKE compression and oSS tidilic o
& Applicationdesign
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Observed Behavior

Backbone

99 ms Delay

*Symptoms appear to scale with increasing RTT path delay

— Servers and Local Clients see throughput as good, but for
remote client throughput performance experienced as poor

— Reflective of many (most) types of flaws

— Impacts are multiplicative since the delay of the backbone
path length magnifies symptoms of an existing flaw




Example Impacts

¢ Chat application (€.g., S0ms RTT per user request)
— On Ims LAN this adds S0ms to user response time
— On 100ms WAN, the same 50 transactions add 58, to User iesponse time

¢ Fixed TCP socket buticr space (e.2., 32kByies)

— Reliable deliveny: offdata torthe application iequiles, sufiicicnt bulics
space; torhold enciround tip ol data

— On a lims IEAIN; about 200Vb/s throtghput can: bersupporicd
— @Omal00ms  WAIN onlyrabout2vVIb/s throtghputactuallyachicyed
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Symptoms Present Diagnostic Quandaries

& lFalse reassurance on short path flows
— Obscures actual local bugs/problems

— [ncorsectly pomits elsewhere
& Stymics c2¢ diagnoesisfand thus improyements

¥ PLomoics diagnosis ast onc oliworkarormads:
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NPAD Approach

& Webl00 based diagnostic senver
— Stmple TCP test to a test target

— [Use Webl00AETE TCR MIB' extensions! to rescale and model
results

¢ 1 CP discard server for iest target
— BBelicve trvialiorwidely deploy on Unixs boxes atGigalPolPs

—(C orJava
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e2¢e Diagnosis

Graphical
User
Interface

Real Path

 Need 1 diagnostic server (DS) per campus/GigaPoP/backbone node
e Test targets at lots of hubs, LANs (or WS/clusters), GigaPoPs

e Allows for isolating a flaw (slowdown) across each element of a long
path




End User Tool

& Web/Java client
— With built i Test Tanget

— [nvokes pathdiag test on Diagnostic Server tor Test
Targer machmer and backs to)seli




Combine with Other Approaches

¢ Bench test applications and end-systems; (stacks)

¢ Use long ideal (vanttial) patis, 101 application
developers to helprtest 1o delay mduced mpacts
— PDummynet stylc offcmulaicd delay

— Tunnel o VPN Siyie o scenic: toutimg




SCP/SSH Protocol Illustration

& Effort of Chris Rapier, PSC and Michael Stevens, CMU

protocol network performance limited by statically defined mternal flow: control
buifers, bufiers act as brake onl throughput off SCP' especially: on long, paths

hiigh bandwidth, high latency: limks now: prevalent - “elephants:

apps that use windowing need to) ensure window: size at least equals BIDP
(bandwidth delay prodiict) torobtain maximimi links utilization

TEP window:size cant be tuncdimanually o tser Webl0( auto-tuning

problemianiseswhen apps above IERayer implement Windowing, resultimng i
thnoughput becomimg thelesseirolrCithet I EP o the app:
worchanges ieduinicd:

o cnable buficicode torallocate larger: sizes

¢ cct [CP window; size ftom: getsocketopt and adjust window: sizerto mateh, it only: i
new: size 18 larger than oldione
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Project Goals

& Decsign, improve, and package pathdiag for wide use

& Analyze log files to expose (make explicit) and learmn
about network pathologies! torsuggest remedies

& Study eticets ol varioust delay: times on throughpui

¢ licsi the diagnostic toels elicciiveness with network
users and operatons) Ustng dctial high periormance
APPLICALIONS
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Status

Pathdiag (v0:9alpha) code runs between a diagnostic server and a
test target machine

—  diagnostic server must have latest Webl00 kemel, € compiler, and Python:
Jiest target machime runs; ttaliicrey: code (stmplel € prograni)

Pathdrag walli create Srhtmiles (Waitien t6) 2 diectomny, withrthe
name and imestanmp) ol the test tanget hosi name)

JUSt begmmimg torexamine mialiiestlogs o detemmme now 10o1s
canrepoL sSenSivICHnessagestab ol proplcmsidiscovencd
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Work Still to Do

Packaging {or autoconiig {or wider use by community

[mprove pathdiag to allow results from one test run to
Ilead to another to refine diagnosis and compare results

[Caminar mode addition to) pathdiag tormimic a well
behayed smooth bulks transport application such as ETP

01 & qUICE NETWOTik:
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User Interface Development

¢ Java User Interface to allow user control of what is happening with: test(s)
and be able to stop/uestart

protocol will run between Diagnostic Server and Test Target sevver

needs to support discard server establish TCP connections to the pathdiag server so
functionality will' woerk when client and discard senver ane inside a security perimeter and
the pathdiag server is outside

Java codeilayered on top off BEEP which will handleiclient/server hello/goodbye and
version/capability negotiations

¢ BEEP code available for Debians, Java, and Python
Server to maintain quete o test requiests withi estimated wait time;, when test slot avarlable,
serverlistens, onl ephemeral port and intorms clicnt ot port number and [P address: wiien

clicat connects tothis port, server tuns, thie tests when test(s) complete, it iesponds withian
htmilreport ot vl

¥ iCSitypesinclidespatidiag and rerunawithrdidcienistunmgvananlcs

& scenicpatiwvaysiviarunnelsio cmulaic delayoislongpatiis




Questions/Comments?
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